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IMPROVED MAC BASED DIFFERENTIAL FAULT
ANALYSIS OF GRAIN-128a

PRAKASH DEY AND AVISHEK ADHIKARI*

ABSTRACT : Differential Fault Attack (DFA) on stream ciphers is an active field of research. However,
only two differential fault attacks were reported on Grain-128a so far. Moreover, among these two, only
the scheme proposed in Banik et al. [3] targeted the cipher with MACs corresponding to the massages
chosen by the adversary, But the attack strategy of [3] required huge number of fault injections and
invocations of MAC generation routines. To be specific, it required less than 2'' fault injections and
invocations of less than 2'2 MAC generation routines. In this current paper we propose an efficient MAC
based DFA on Grain-128a. To the best of our knowledge, the proposed paper, for the first time shows
that under certain situations the MAC generation mechanism of Grain-128a reveals all suppressed pre-
output bits. Once the suppressed pre-output bits are obtained by the adversary, SAT solvers are used
to obtain the secret key. Our proposed attack is achieved just by observing the correct and faulty MACs
of certain chosen messages (MAC for empty message is not required) with no more than 55 fault injections
and no more than 60 re-keying (invoking MAC generation routine each time) of the cipher device. This

is a significant improvement over [3]. Moreover, by allowing random unknown single bit faults at both
the LFSR and the NFSR, we relax the fault model as considered in [3].
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1. INTRODUCTION

Grain-128a [2] is the successor of Grain-128 in the Grain family of ciphers. It has low gate
count, a low power consumption and a small chip area. Authors of Grain-128a also claimed
that Grain-128a offers better scurity than any existing 128 bit cipher with the added possibility
of authentication, Further after the publication of Grain-128a, the eSTREAM finalist Grain-
128 was no longer recommended. Mode of operation (i.e., whether authentication is mandatory

or not) of Grain-128a depends on the first bit of the IV. Up to now, only two DFAs ([3] and
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[11]) were proposed on Grain-128a. In the DFA model, faults are injected into the interna|

state of the cipher and from the difference of the normal and the faulty o[ull:))]uts[,l .l;;fo[rgn],m[mn
5] ’ ’ . 7]
i i i letely deduced [6], [4], [5], '

about the internal state is partially or comp . | |
[9). Faults can be injected in a register by under-powring and power spike, clock glitch,

temperature attack, optical attack, electromagnetic (EM) fault injection, etc. Effect of the first

three methods can hardly be focused to a particular part of the device. On the other hand,

i 2 ffect a very restricted area. Banik et al. [3] proposed a DFA
optical and EM methods can affe ry . . oo AR
on Grain-128a that recovers the secret key using MACs. It requires less than jections
and invocations of less than 212 MAC generation routines. Also it was assumed that the cipher
device can be re-keyed with the original key-IV or the original key and different IVs. Sarkar
et al. [11] proposed a DFA on Grain-128a in which normal (fault free) and faulty keystreams
(due to single bit faults) were used to recover the key-IV (and requires 10 faults). It was assumed
that the cipher device can be re-keyed with the same key-IV. This paper proposes a DFA on
Grain-128a using MACs only and assuming that the cipher device can be re-keyed with the
same key-IV. In this case our attack strategy recovers the secret key and IV with no more

than 55 faults and no more than 60 MAC generation calls.

2. DESCRIPTION OF GRAIN-128a

The Grain-128a [1, 2] cipher consists of a 128-bit non-linear feedback shift register (NFSR)

Xand a 128-bit linear feedback shift register (LFSR) Y. The NFSR and LFSR together represent
the internal state of the cipher.

At round i/ (2 -256), the internal state §; of the Grain-128a cipher is given by,
S = (xi’-'}xHIZ? th"'!yi+127)’
i Y

where X, = (x, .., x, , 1272 and ¥, = (y, ..., Y + 127) respectively denote the inner states
of X and Y.
Key Loading algorithm (KLA). The 128-bit secret key (k,,

teny k|27) ﬂnd 96'blt IV
v, .

» IVys) are used to initialize the initial state (at round i = -256) as follows:
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S_256 = (Kgs... ky27 lﬂ Wgs, 1,...,1,0).
X K ’

Key scheduling Algorithm (KSA). During rounds i = -256 to —1 (called the KSA rounds),
isters X and Y are respectively u = =
the e P Yy updated by X8 =2+ X, Y) and y, 5 = 2, + 8(T)
Whereq
X Foym=p, & X F X 00 +x, + x
Xy YD = Vi ¥ X0 T Xiagg + Xiese F Xjg1 + Xipgs + Xua¥iig T XenNiers T Xie17%is
+ Xpa0¥mar ¥ XX
+ Xaar¥is9 T Xeao¥ira8 T Tis1Nives b Xogg¥ima t XioggXi0¥i93¥inos T XiaaXiaa¥ias T
g¥)=Yi ¥ Vier T Yieag ¥ Viewo T Vgt * Vieos

and z; = WX, Y) is given by,

WX Y = Xpua X Xiase ¥ Xiwas ¥ Xieu ¥ Xugy F g t Visgy T Xi12¥i95V k04
+ X2 Vg T Vr13Vis20 T XinosVisa2 t VigoViare:

Here X, Y), g(Y,) and h(X, Y)) are respectively called the update function of NFSR,
the update function of LFSR and the pre-output function. The bit z; is called the pre-output
bit generated at the round i During KSA rounds i = -256 to -1, the pre-output bit is fed
back and XOR-ed with the input, both to the NFSR and to the LFSR. This pseudo-randomizes

the internal state.

Pseudo-Random keystream Generation Algorithm (PRGA). After the KSA, in the PRGA
rounds (i 2 0), the pre-output bits are no longer XORed to the inputs of NFSR or LFSR and
the registers X and Y are respectively updated by x5 = fX, ) and y,, 54 = g(¥). The pre-
output stream z produced at the PRGA rounds is zy, z), z,, ... and is used for keystream and

MAC generation (optional).

Modes of Operation. Grain-128a supports two different modes of operation: with and without

authentication. Authentication is mandatroy when IV, = 1, and forbidden when /¥, = 0.

Keystream Generation. With / V,= 0, the output function is defined as simply w, = z, (i2 0),
meaning all the pre-output bits Zgy Z1» 2 - 8F€ used directly as keystream. With IV, = 1, the

Output function is defined as W, = Zeasa (i 2 0), meaning that the cipher picks every second



80 PRAKASH DEY AND AVISHEK ADHIKARI

bit as output of the cipher after skipping the first 64 bits. Those 64 initial bits and the othe,
half will be used for authentication. In either case w,, w,, w,, ... represents the generateq
keystream. When /¥, = 1, the pre-output bits zy, ..., Zg3 and zgs, 247, Zg, ... are all suppresseq.
This pre-out stream z, ..., 2 ¢y and then zg, z¢;, Zgo, - Will be denoted by (z, ..., z¢3) || (e,

Z7 Zgg» ) and will be called the suppressed keystream. We will denote the suppressed pre.

output bits by (s;, sy, 55, ...) where 5, = z, for 0 < i < 63 and 5, = z,,, for i > 0,
Thus we are considering three bit-streams, namely
1. the pre-output stream z = (z,, z,, 2, ...),
2. the normal keystream w = (wg, W), Wy, ...) and
3. the suppressed keystream s = (s, 5, 55, ...).

MAC Generation Algorithm (MGA). We assume a message of length L defined by the bits
my, ..., m;_,. In this case m; = 1 must be used as a padding. In order to provide authentication,

two registers called the accumulator and the shift register of size 32 bits each, are used. The
content of the accumulator at time ¢ is denoted by a?, i a,“- The content of the shift register
is denoted by 7, ..., r,.3;. The accumulator is initialized through ad =2,0<;<3], and
the shift register is initialized through 1 = 23345 0 < £ < 31. The shift register is updated as
7,32 = Zgs4z The accumulator is updated as a,jH =af + mr,,; for 0 </ <31 and 0 <1

< L. The final content of the accumulator, (ag ST e aiil), is used for authentication.

Remark. One should note that, the stream (|- Z315 Fos ¥|s T, ...) is identical with the
suppressed keystream (s,,, S\, §,, ...) and ai 1 =& Z{':O’"z'b, j for 0 <j<3]. We denote
the message m,, ..., m;_, simply by msg = m, ... m,_, and the generated MAC corresponding

lo the message simply by o(msg) = (ag +l’---’ail+|)' The empty message will be denoted

by ¢. Throughout the paper we shall now assume that IV, = 1 i.e., authentication is

mandatory.
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3. PROPOSED ATTACK ON GRAIN-128a : ATTACK MODEL
TOOLS AND DEFINITIONS

Notations. We shall use the following notations:

|. The empty set will be denoted by ¢.

o

For any two integers a and b, we denote the set {x

: x is an integer with
a < x < b} simply by [a, b).

I

The i-th element u; of any vector u = (uy, ..., u, ;) of length p will be denoted
by u(i), Vi e [0, p - 1].

For any two vectors u = (uy, ..., u, ) and v = (v, .., v1) € {0, 137 of equal
length, we denote u + v = (ug + vy, ..y u, , + v, )

For any vector u = (u, .., up_l) € {0, 1}” and any bit b € {0, 1} we denote
bu = (buy, ..., bup_l). Also We denote 1u simply by w.

6. For any two vectors u = (u, ..., u, ) and v = (v, .., vp1) € {0, 1}7, we denote

ulv = (ug, - U, 15 Vo> = Vp1)- Thus || represents the concatenation operator.
Fault Location. A single bit fault flips a register bit value. We assume that all faults are injected

at the beginning of the PRGA round 0. If a fault flips a register bit value then its position
will be called as the fault location.

Attack model. In this paper we assume that the adversary is given access to an Oracle

which possesses the unknown key and IV. The adversary queries the Oracle for the following
information:

MACs o(msg), ..., c(msgp_l) corresponding to the p messages msg,, ..., msg, |

chosen by the adversary, all generated by the normal (fault free) pre-output
stream z.

MACs 0¢(msg0), iy 6’(nugp_|) corresponding to the same p messages msg, ...,
msg, , all generated by the faulty pre-output stream z%, for m (chosen by the
adversary) fault locations ¢ € {9, ..., ¢,,;}, where the m distinct fault locations

Ogs -y ¢,_, are chosen by the Oracle and are not given to the adversary.
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In this case, m (chosen by the adversary) register locations are needed to disturb, A (ota]
mp number of faults are required to be injected and total (m + 1)p re-keying are needed, The
adversary only has o(msgy), ..., o(msg, ) and o?(msgy), ..., o¥(msg, ), Vo e {0 ...
¢,_;} for the messages msgg, ..., MSg,_, chosen by the adversary. Note that bgs -, ¢m‘| are

not known to the adversary. In this paper we want to minimize mp.

Attack strategy in a nutshell: With the information obtained from the Oracle, the adversary

first finds the suppressed keystream bits by solving some algebraic equations, then identifjes

the fault locations ¢,..., §,,_,. After that the adversary passes the available information to the

SAT solver in SAGE and extracts the fault free internal state at round /= 0. Now by iterating

backwards the key-1V can be recovered.

4. SUPPRESSED KEYSTREAM DETERMINATION

We now agree to denote the k-bit message 0.0 simply by 0,.
k

Let us consider the 4 messages 1, 0, 05, and O, Note that the corresponding MACs
are available to the adversary.

One should note that,

o() =z +rgtr,z tr ¥t . zgtrygtry, 2y +ry +ry),

0(0) = (zg + 1), 2) + 1y vy 239 F 73y, 23y + 13y),

0(033) = (29 * F3p wr 23; + 7g3),

0(0gq) = (2y * 7g4p +or 231 T Fys).

Thus o(1) and o(0) give 7, ..., r;, and from o6(0) we obtain 2, -y Z3g

Again from 0(0;,) and o(0) we obtain z;, and 325 - Pe3e

Similarly o(0,,) and 0(0gg) Ve rgqy ..y 7157

Thus we have zj, ..., z;,, ry, .., rjy; i€, we have the suppressed keystream bits

(29s -+ 263)lI(265, 275 Zgg» ---» Z555). And these bits are obtained without using the empty message ¢
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The suppressed keystream bits for higher PRGA rounds (in a chunk of 32) could be

y observing the MACs of 0

il ed b 3, for L > 2 iteratively.

5. FAULT SIGNATURE

Let for some fixed key-IV, (g, .-, 5,,_,) be the suppressed keystream of length n. Let us consider

: b ¢
a fault location @. Let (sg, ..., s,_) be the faulty suppressed keystream of length n under the

fault at location 6.

In this case the bitwise XOR difference of the normal and faulty suppressed keystreams

will be called the XOR differential suppressed keystream of length # and will be denoted by
d’.ﬂ = (dow‘ SR d‘:l’_l).

We now define the following sets,

sigi =f{ie [0,n—1]: Pr[d} = 1] =1}

sig) = {i € [0,m—1]: Py =

|
(=}
o

=1}

sigg = {{i j} 1 i j € [0,n~1]and PV + d} =0] =1}

I
It
—

I
—
N

sigg = ({4 j} =i, j € [0,n~1]and Pr(d) + df

In this case sig, = (sigé, sigg , sigi , sig: ) will be called the signature of the fault location

¢ and mathematically represents the occurrence of some certain events under the fault ¢. One

could use large -number of experiments in order to compute the fault signatures.

6. FAULT LOCATION IDENTIFICATION

Let at the online stage, a single bit fault is injected at an unknown location y. The adversary

will use the following instruction for detecting fault location:

Obtain the XOR differential suppressed keystream "= (dfady) -



84 PRAKASH DEY AND AVISHEK ADHIKARI

Compute, support' = {i € [0, n — 1] : dYV =1}

Compute, support® = {i [0, n — 1] : d}¥ = O}.

Compute, pf' = {¢ : ¢ € [0, 255] and sigJ, c support'}.

Compute, pf® = {¢ € pf' : sigg c support®}.

Compute, pf~ = {¢ € pf®: sigy #0 and {i, j} € sigy =dY =d}'}y U {dpe pff: sigy =0}
Compute, pf* = {¢ € pf~ : sigy #0 and {i, j} € sigh =>d;' +d} =1}U{d€ pf~: sig} #0).

Define, pf = pf*.

The basic idea is to check whether the pre-computed pattern (signature) of a fault location
occurs in the XOR differential suppressed keystream. If the pattern due to a fault location
occurs in the XOR differential suppressed keystream, then it is a possible fault location,
otherwise we reject it. It should be noted that from the construction it immediately follows

that the actual fault location y € pf. Now if pf is singleton then, y is uniquely determined.

Experimental Result. In 220 trials, we generated key-IV randomly and simulated the injection
of random single bit faults to the internal state at PRGA round 0. Experimental results show
that, by considering the first 256 PRGA rounds, the fault location could be identified uniquely
with a probability of 0.8.

7. STATE RECOVERY USING SAT SOLVERS

The adversary wishes to recover the internal state of the cipher at the PGRA round 0 and

starts with the following information:
I m fault locations, given by B = (¢, ¢}, ..., 9,,_,).
2. normal (fault free) suppressed keystream s = (s, ..., s,_y) of length n.

3. m faulty keystreams s, ..., s™! each of length n, where s is the faulty suppressed
keystream due the fault b,
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Let the fault free internal state at the PRGA round i (2 0) be §

i = (X, Y) where
L xa) A Y= Ot i 059), the internal state at PRGA round 0 being
s,l’ (7 o ¥i2p Yoo o ¥ l:)' We treat each x; and y, as variables and consider the PRGA
ounds 0, .. k. Corres'pon ing fto e-ach Pre-output bit z, we introduce two new variables
o i20 and obtan.n the following two equations: Xivi8 = AX, YDy, = 8(Y). We
also consider the equation z; = h(X, Y) when z; is a suppressed keystream bit.

Let us now consider the fault location ¢. Since the cipher device is re-keyed before

cach fault injection, after the fault injection, if the faulty internal state at PRGA round i be

g/ then at the targeted fault injection PRGA round 0 we have, S({(e) = Sye) + 1,
i

ye € ¢, and S§(e) = Sole), Ve € [0, 255] \ {¢;}. Again corresponding to each pre-output
bit z, We introduce two new variables I}’Hzg, y;’;lzs (i 2 0) and obtain three more equations.

Now the system of polynomial equations are simply passed on to the SAT solver in SAGE

for extracting solution for the variables x,, ..., x,,,, Yos -+ Y27- NOw by reversing backwards
the secret key could be recovered.

Experimental results (a total of 100 experiments) show that, for m = 11, k= 255 (MACs

comesponding to the messages 1, 0, 05,, O, and Oyc) the state could be recovered with
probability 1.0 in an average time of 84.36 seconds.

8. CONCLUSION

In this current paper we propose an efficient MAC based DFA on Grain-128a. To the best
of our knowledge, the proposed paper, for the first time, shows that under certain situations
the MAC generation mechanism of Grain-128a reveals all suppressed pre-output bits. Once
tbe suppressed pre-output bits are obtained by the adversary, SAT solvers are used to obtain
the secret key, Our proposed attack is achieved just by observing the correct and faulty MACs
of certain chosen messages (MAC for empty message is not requred) with no more than 55
fault injections and no more than 60 re-keying (invoking MAC generation routine each time)

"the cipher device, This is a significant improvement over (3].
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